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1. Problem Description

There is a software compatibility problem of Billion BiPAC 5200 series (that is loaded with
specific firmware version, see below) occurred in the past weeks. After end-users upgrade
Microsoft Windows XP SP3 (Service Pack 3) release on their PC or Notebook, it will cause

BIiPAC 5200 series crashed and rebooted constantly.

After detail analysis, we found that Windows XP SP3 sent out the DHCP packet with the
Option 43 data (include Microsoft's ‘Vendor Specific Information’), but Windows XP SP2 sent
out the DHCP packet without the Option 43 data. However, the Option 43 data is not
compatible with Billion’s original definition, so it will cause this problem. The affected firmware
versions of BiPAC 5200 series are 2.9.8.x and 2.11.0.x~2.11.33.x. There is no impact to BiPAC
5200 series if the firmware is 2.10.x.x. Please check Appendix A for checking your current

firmware version.

Microsoft released Windows XP SP3 on May 6, 2008, and provided it on their web site only for
manual downloading. So there are not many end-users to report this problem to us in this
stage. However, Microsoft plans to upgrade all end-users' PC to Windows XP SP3

automatically in June 2008. The affected scope will be expanded.
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2. Solutions

Billion will release a new firmware version to fix the problem before 1th, June, 2008.

For the end-users who did not upgrade the new firmware yet and already met the problem,
they can change as static IP to avoid this problem. Please refer to Appendix B for the detalil
steps of how to configure static IP. And then follow the Appendix C for details of firmware

upgrade.

When end-users change to static IP and bring their laptop to other place, they may not be able
to connect to Internet. They can change as dynamic IP, then it can connect to Internet

successfully. Please refer to Appendix D for the detail steps of how to configure dynamic IP.
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Appendix A

How to check your firmware version on device

How to do:
1. Log on to WEB GUI.

2. Check Firmware Version on Device Info page. The affected firmware version
of BIPAC 5200 series are 2.9.8.x and 2.11.0.x~2.11.33.x.

Example:

Quick
Start

Advanced
Setup

Interface
Setup

Access
Management

Maintenance Help

Status

Device Info System Log Statistics

Device Information

Firmware Version : 2.9.8.1 gRUEEI. C2)36.0.0
MAC Address : 00:04:2d:99:99:99
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Appendix B

How to Configure Static IP in Windows XP

If you do not upgrade Windows XP SP3 yet and your firmware version is in the range
that we mentioned above, please skip this one and just follow the Appendix C to

upgrade your device.

1. From the Start menu, choose Control Panel.

Administrator

i Internet ') My Documents
Internet Explorer
Igl E-mail 5 My Recent Documents ¥

2 Outlook Express

df} My Pictures

\’ M5 Explorer . M -
__J ¥ Music
e Windows Media Flayer 5-! My Computer
@ windows Movie Maker - Control Panel
. Prinkers and Faxes
t@ Tour Windows XP s

s | Files and Settings Transfer Q) Help and Support
Wizard —

I'_) Search
E@E Snaglk &
E}' Run...

all Brograms  #

Log Off E Turn Off Computer

| start

2. Click the Network and Internet Connections icon.

Metwork and Internet Connections

LI. L ™

3. Click the Network Connections icon.
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e Metwork Connections
=]

4. Right-click on the Local Area Connection icon and choose Properties from the pop-up

menu.

ocal Area Connection

iisabled
I_‘ 3Com EkherLink =

Enable
Status

Create Shortcuk
Delete
Rename

Propetties

5. Select Internet Protocol (TCP/IP) in the This connection uses the following items list.

6. Click the Properties button.
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-L Local Area Connection Properties

General l Authentication | Advanced |

Connect using:

{ﬂ ACom 30520 Integrated Fast Ethanet Contioler (30905 |

Thiz connection uzes the following items:

% Cliert for Microzoft Metworks

.@ File and Printer Sharing for Microsoft Wetwaorks
SQDS Facket Scheduler

% Internet Protocol [TCPAAR]

[ Install... ] Utirz | Propeties |

Dezcrption

Tranzmizzion Control Protocal/Intermet Protocol. The default
wide area nebwark, protocal that provides communication
acrogz diverze interconnected netwarks,

[] 5how icon in notification area when connected

(] ] [ Cancel

7. Select Use the following IP address.

(Note: For step 8~12, we assume the LAN IP address of CPE is 192.168.1.1. If your LAN IP
address is not 192.168.1.1, the input value should be different. )

8. Inthe IP address field, type the IP address 192.168.1.22.
9. Inthe Subnet mask field, type 255.255.255.0.

10. In the Default gateway field, type 192.168.1.254.

11. Select Use the following DNS server addresses.

12. In the Preferred DNS server field, type 192.168.1.254.
13. Click the OK button.
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Internet Protocol (TCP/IP) Properties

General |

Billion

Y'au can get 1P zetting: assigned autamatizally if paur nebwark, supparts
this capability. Othenwize, pou need to azk pour nebwork, administrator for
the appropriate |P settings.

() Obtain an IP address automatically
{(#) Use the fallawing IP address:

IP address: 192188 1 . 22 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192188 1 . 254 |

(%) Use the fallowing DMS server addresses:
Prefened DNS server. | 192188, 1 . 254 |

Alternate DMS zerver: | ) ) ) |

[ OF. H Cancel ]

14. Click the Ok button.
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L. Local Area Connection Properties

General | Authentication | Advanced

Connect using:

‘ WP 3Com 30520 Integrated Fast Ethemet Controller [30905C- ‘

Thiz connection uzes the following items:

g Cliert for Microzoft Metworks

Q File and Printer Sharing for Microsoft Wetwaorks
.@, (o5 Packet Scheduler

S Intermet Protocol [TCPAR]

[ Inztall... ] Itrunztall [ Froperties

Dezcription

Tranzmizzion Control Protocal/Intermet Protocol. The default
wide area network, protocal that provides communication
acrozs diverze interconnected netwarks.

[ ] Show icon in notification area when connected

| 1].8 | [ Cancel
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Appendix C

How to upgrade modem firmware

You will get provided
1. Firmware of ras file.

How to do:
1. Log on to WEB GUI.

2. Go to “Maintenance” => “Firmware”.

Quick
T Start
Administration

Interface
Setup

Advanced
Setup

Access

Maintenance [:i=10H Help
Management

3. Click “Browse...” to select the location of ras file.

Quick Interface  Advanced Access

Start Setup Setup Management L Status Help

Maintenance

Firmware/Romfile Upgrade

Administration Time Zone Firmware SysRestart Diagnostics

Curmrent Firmware Wersion : 2.9.8 1{RUED.C2)3.6.0.0

Mew Firmware Location @ /ras Browse...
New Romfile Location : Browse. ..
Romfile Backup : [ ROMFILE SAVE
Status :

0 It might take several minutes, don't power off it during upgrading. Device will
restart after the upgrade.

UPGRADE

4. Click “UPGRADE" to upload new firmware. The device will reboot after
upgrading.
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Firmware/Romfile Upgrade

Current Firmware Version : 2.9.8.1(RUE0.C2)3.6.0.0

New Firmware Location : [ras

New Romfile Location :
Romfile Backup : | ROMFILE SAVE

Status :

0 It might take several minutes, don't power off it during upgrading. Device will
restart after the upgrade.

UPGRADE
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5. Log on to WEB GUI again and go to “Maintenance” => “SysRestart”.

Advanced
Setup

Access
Management

Quick Interface
Start Setup

Administration

[LETHICHET - Status Help

Maintenance

6. Chose Factory Default Settings and click “RESTART” to reset to factory default.
In order to apply new settings, you must reset to factory default after upgrading.
Another easy way is press Reset button on rear panel over 6 seconds.

System Restart

PRI a1
System Restartwith © L Gyrrent Settings
9 Factory Default Settings

RESTART
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Appendix D

How to Configure Dynamic IP in Windows XP

1. From the Start menu, choose Control Panel.

Administrator

i Internet
Internet Explorer
=] E-mail
2 Outlook Express

\’ M5 Explorer

e Windows Media Playver
@ Windows Mavie Maker
'.@ Tour Windows XP

s | Files and Settings Transfer
Wizard

E@E Snaglk &

all Brograms  #

') My Documents
5 My Recent Documents #
df} My Pictures

__jr My Music

—p

5_! My Computer

E-' Conkrol Panel

i é Printers and Faxes

g} Help and Support

Log Off E Turn Off Computer

| start

2. Click the Network and Internet Connections icon.

LI. L T

Metwork and Internet Connections

3. Click the Network Connections icon.

e Metwork Connections
—
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4. Right-click on the Local Area Connection icon and choose Properties from the pop-up

menu.

ocal Area Connection

FCarm Ebherlink, &

Skatus

Create Shorkout
Delete
Rename

Properties

5. Select Internet Protocol (TCP/IP) in the This connection uses the following items list.

6. Click the Properties button.

- Local Area Connection Properties

General | Authentication | Advanced |

Connect using:

{ﬂ 3Com 30520 Integrated East Ethamet Contioler (309056 |

Thiz connection uzes the following items;

% Client for Microzoft Metworks

.@ Filz and Frinter Sharing for Microsoft Metworks
Bl (05 Packet Scheduler

5 Internet Pratocal [TCPAP)

[ Inztall.. ] Liking | Propeties |

Drezcription

Transmigzion Control Protocal/Internet Protocal. The defal
wide area network, protocal that provides communication
acrozs diverse interconnected netwarks.

[ ] Show icon in notification area when connected

(] ] [ Cancel

7. Select Obtain an IP address automatically.
8. Select Obtain DNS server address automatically.
9. Click the OK button.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get IP gettings azsigned autornatically if your netwaork, suppaorts
this capability. Othenwize, you need to azk your network, adminiztrator for
the appropriate [P settings.

(%) Obtain an IF address autamatically
("1 Usze the follawing [P address:

(%) Obtain OMS zerver address automatically
(") Use the follawing DNS server addresses:

[ Ok, |[ Cancel ]

10. Click the Ok button.
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L. Local Area Connection Properties

General | Authentication | Advanced

Billion

Connect using:

‘ WP 3Com 30520 Integrated Fast Ethemet Controller [30905C- ‘

Thiz connection uzes the following items:

g Cliert for Microzoft Metworks

Q File and Printer Sharing for Microsoft Wetwaorks
.@, (o5 Packet Scheduler

S Intermet Protocol [TCPAR]

[ Inztall... ] Itrunztall [ Froperties

Dezcription

Tranzmizzion Control Protocal/Intermet Protocol. The default
wide area network, protocal that provides communication
acrozs diverze interconnected netwarks.

[ ] Show icon in notification area when connected

| 1].8 | [ Cancel
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