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BIPAC 74xx/75xx/85xx Series
ADSL Modem/Router
Release Note
Version: V5.52f (16th of April, 2007) 

New Features:

· Support local/remote ID by using IP address for IPSec module. The setting can be found in IPSec advanced options.

· Support new keep alive feature called DPD for IPSec module. The setting can be found in IPSec advanced options.
· Support MAC spoofing on 6404 series.
· Support call features (Call Waiting, Call Forwarding) on web GUI for all VoIP series.

Improvement:
· Improved system boot up time within 90s.
Bug Fixed:
· Fixed bug that system will crash when connects to Ethernet port 4 with NIC which uses VIA chipset.
· Fixed the bug that Telnet doesn’t work with Windows Vista operation system.

· Fixed but that PPPoE/PPPoA sometimes doesn’t work in Australia.
· Fixed bug that UPnP doesn’t work when firewall enabed.
· Fixed bug that use can sees phone port 2 in VoIP Call Log page for 7401 VoIP series.
· Fixed bug that “VoIP in use” of Time Schedule is not work correctly on 6404 series.
Known Issues:
· The conference call can work with G.711a/u law only.

· T.38 may not work with some VSP.
Flash based upgrade will not allow downgrading to version 5.07 and early version. Need to use emergency utility for downgrading.
Reset to factory & manually re-enter settings after upgrading is must for this version.
Version: V5.52e (16th of March, 2007) 

New Features:

Improvement:
Bug Fixed:
· Fixed some fields are missed when editing packet filter rule.
· Fixed the bug that PSTN voltage is not work with 7402VGP/7402VGO.
· Fixed but that X-Lite can not register to SIP server.
· Fixed bug that security is not disable under pure bridge mode.
· Fixed bug that DNS server address is not clear and still keep old one when checks option “Obtain DNS automatically”.
· Fixed bug that UPnP device name will show Conexant IGD.
· Fixed bug that UPnP function doesn’t work with Azureus.
· Fixed bug that LAN IP address will be changed when changed WAN IP address. (For 6404 series).
· Fixed no ring back tone issue.
Known Issues:
· The conference call can work with G.711a/u law only.

· T.38 may not work with some VSP.
Flash based upgrade will not allow downgrading to version 5.07 and early version. Need to use emergency utility for downgrading.
Reset to factory & manually re-enter settings after upgrading is must for this version.
Version: V5.52d (06th of Feb, 2007) 

New Features:

Improvement:
· Added pre-define rule of Game Console (Xbox 360, NDS WFC) in Firewall Packet Filter.
· Added VoIP InUse item in QoS time schedule for all VoIP series.
· Updated wireless AP driver version from 1.0.8.0 to 1.0.9.0.

Bug Fixed:
· Fixed router will crash when user check option “Use default range” in DHCP Server setting page.
· Fixed the bug that PPP/Mail LED indicates wrong state.
· Fixed bug that sometimes can not edit VLAN Bridge from web GUI.
Known Issues:
· The conference call can work with G.711a/u law only.

· T.38 doesn’t work.

· Flash based upgrade will not allow downgrading to version 5.07 and early version. Need to use emergency utility for downgrading.
Version: V5.52c (18th of Jan, 2007) 

New Features:

· Add ISAP (Internal Service Auto-Pass through) in the firewall module, user does not need to open firewall setting manually when firewall is enabled. SNMP, SNTP, PPTP, L2TP, and DDNS are supported.
· Supports up to 4 WDS, only wireless AP driver version 1.0.8.0 can support this.

· Support G.723 and G.726 codec. (For VoIP series, except 7402 VoIP series.)

· RFC2833 and SIP INFO (For VoIP series, except 7402 VoIP series.)

· 3-way conference call (Only for VoIP call with G.711 a/u law) (For VoIP series, except 7402 VoIP series.)

· VoIP Call Log

· Anonymous call

· Added one more VoIP region for South Africa

· Support 4-wire and 2-wire auto fallback. (Only for SHDSL)

· Added the ISDN MSN and subaddress function.

· IGMP Snooping supports IGMP v3.

Improvement:
· Changed VOIP series model to use flash based upgrade (except 7404VGO).

· Changed waiting time as 100 seconds for the VoIP series when restarting.

· Changed waiting time as 70 seconds for the non-VoIP series when restarting.

· Change WEP key format without character “-“.

· Added clear message when user upgrades a wrong firmware type.

· Added clear error message when rule number over 100 in URL Filter.

· Removed CO mode option in BiPAC 8501.

· Updated wireless AP driver version from 1.0.6.0 to 1.0.8.0.

· Avoid sending voice while Codec Type is changing.

· Tolerate Syntax error that SIP Server contains Double Quotations in message-qop of Authorization field.
.
Bug Fixed:
· Fixed WPA/WPA2 can not work when user only changes ESSID, but wireless security enabled already.
· Fixed UPnP port is not change immediately when doing change on the web page.
· Fixed bug that VoIP can not make a call with Internode service. (For VoIP series).
· Fixed Fax pass-through issue. (For VoIP series)
· Fixed bug that outbound IP throttling will throttle traffic between LAN and WLAN
· Fixed the bug that router will lose default gateway after PPTP VPN established as default route.

· Fixed the RIP message can not exchange successful with Cisco router.

· Fixed the TCP session will be disconnected automatically when both NAT and firewall are disabled.

· Fixed ISDN dialin does not work (Only for 7404VGD)
· Fixed SIP ALG for parsing the request from BussTel software phone.
· Fixed system crash issue when changing VPN PPTP password.
· Fixed bug that Distinctive ring is inactivated.

· Fixed bug that IPSec can not re-connect when ADSL line down or WAN IP changed.
· Fixed PPPoE Pass-through can not work when VoIP is enabled.

Known Issues:
· The conference call can work with G.711a/u law only.
· T.38 doesn’t work.

· Flash based upgrade will not allow downgrading to version 5.07 and early version. Need to use emergency utility for downgrading.
Version: V5.07 (4th of July, 2006)
New Features:

· Allowed user to configure 's=1/2' mode for some specific ADSL environment
· Supported 'PSTN Auto-fallback' feature. (Only for V series)
· Supported ENUM services with SIP Broker. (Only for V series)
· Added IM/P2P blocking function.
Improvement:
· Upgrade ADSL DMT code.

Annex A: Upgrade to E67.5.33
Annex M: Upgrade to E67.2.37
Annex B: Upgrade to E74.2.15
· Improved Ethernet driver performance for video packet pass-through in IPTV application
· Modified DNS Relay cache timeout value to fix DDNS IP timeout issue (dyndns.org)
· Support fragmented VoIP INVITE message

· Support for larger VoIP INVITE message

· Support VoIP ATA that is using same SIP/RTP port as VoIP device. (Only for V series)
· Added Tx power level on the webpage.

· For PPPoE/PPPoA, the Idle timeout will be set to “0” when changing from "connect on demand" to "always on".

· Changed Default Setting for IPSec keep alive function, it helps to make IPSec re-connect quickly.

· Improved the VoIP “Add Rule” page can accept character '+'. (Only for V series)
· Improved association with Intel wireless client card.

· Added WPA1/WPA2 debug message in event log.
.
Bug Fixed:
· Fixed the buffer leakage when using PPTP VPN after lots of connection/teardown.

· Fixed the problem of longer UDP keep-alive packet with some VoIP clients’ software.

· Fixed the reloading packet filter rules when changing policy.

· Fixed the problem of losing Domain part of Speed Dial if Domain is equal to a Profile. (Only for V series)
· Fixed side-effect in Call Hold when both calls are using different audio codec algorithms. (Only for V series)
· Fixed the problem of too much codec algorithms (some of them might be duplicated) in SDP. (Only for V series)
· Fixed bug that ESP/AH packets to hosts on LAN are rejected.
· Fixed the option “Idle timeout” will be disabled when choosing dial out in the L2TP webpage.

· Fixed the option "Active as default route" will be disabled randomly issue when editing Remote Access Connection webpage.
· Fixed IGMP packet cannot forward correctly when option “IGMP forward all” enabled without IGMP Snooping.
· Handled URI without port (to fix re-registration bug K5 SIP server in Australia). (Only for V series)
· Fixed wireless connection dropping issue by upgrading Ralink AP firmware from 1.0.4.0 to 1.0.6.0.

· Fixed wireless traffic cannot pass through IPSec tunnels.
· Fixed WDS is not disabled (webpage) when wireless security set to WPA1/WPA2.

· Fixed Macintosh wireless client connection issue in WPA2 mode.
· Fixed wireless connection issue with Mac Mini.

· Fixed some wireless webpage can be accessed without authentication.

Known Issues:
· VoIP call-forward seems have some issues (use OnDo SIP server can not work).
Note:
About version 5.07, you don’t need to reset to factory default after upgrading if the current version you have is 5.06e or above, except 7402VGO.
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware. After version 5.07, you can get the same upgrade behavior as other models.
Version: V5.06g.dk3(17th of April, 2006) 

New Features:

Improvement:
· Added GOtalk  in the SIP provider list in the VoIP wizard webpage. (Only for V series) 

.
Bug Fixed:
· Fixed PPP can not connect to Cisco PPPoE server (For TPG service provider) 

Known Issues:
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.06e (10th of April, 2006) 

New Features:

· Added second management IP group. 

· Added Capability and s=1/2 mode setting on WebGUI/ADSL/Advance setting.
Improvement:
· Added a value limitation in Ring&Tone web page.. (Only for V series) 

· Swapped and corrected ADSL information (downstream and upstream) on both WebGUI and SNMP
· Removed PRACK message (Only for V series)

· Added GOtalk  in the SIP provider list in the VoIP wizard webpage.
.
Bug Fixed:
· Fixed IPSec bug with D-Link VPN client software.

· Fixed bug for resolving local host query in DNS Relay module
· Fixed Watch Dog timeout when enable firewall from WebGUI.
· The ringback tone should not be played out while there is early media at the 180(ALERT) packet. 

· Fixed bug that  DHCP Relay can not pass through IPSec. 

· Fixed bug: Domain part in Speed Dial is no longer inclued after the Speed Dial is mapped, if the domain maps a profile.  

· Fixed bug: Wrong Conn & Dialog is mapped when both FXS ports share the same number and call each other. 

· Fixed SIP ALG failed to parse fragmented INVITE packet.  

Known Issues:
· N/a
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.05 (13th of Febuary, 2006) 

New Features:

· Added a new model, BiPAc 8501 which supports 2-wire SHDSL.bis. 

Improvement:
· Filled the FWD outbound proxy server SIP information. (Only for V series) 

.
Bug Fixed:
· Fixed call waiting tone can not be terminated after the 3rd party has hung up. (Only for V series) 

· Fixed to show SIP Service Provider info in Phone port 2 in VoIP Wizard page when choosing the user defined value same as Phone port 1. (Only for V series) 

· Fixed Java script issue in the VoIP Advanced page. (Only for V series) 

· Fixed to display correct Read / Write / Trap  IP address in the SNMP page. 

· Fixed to display the dynamic WAN IP address when using RFC1483 routed.  

· Fixed to display the Global IP in One-to-One NAT / Virtual Server. 

· Fixed IPSec compatible issue against DLink VPN Client Software.  

Known Issues:
· N/a
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.05.rc2 (26th, January, 2006) 

New Features:

· Added RFC1483/PPPoE MAC address spoofing feature. In case, some of ISPs will ask for specify MAC address.

· Added WPA2-PSK support for WiFi models.

· Added watch dog to make system can be rebooted automatically when getting lock up.

· Added new advanced VoIP function to make VoIP can be functioned through LAN network. (Only for V series).

· Added PPPoE pass-through function.

· Added “#” key option to speed up VoIP call in VoIP dial plan webpage. (Only for V series).

Improvement:
· To prevent firmware upgrade fail, the system will check free memory first.

· Changed the webpage design of VoIP volume control. (Only for V series).

· Added more description to help use to know wireless WEP setting details.

· Changed LED behaviour of phone 1 and 2, it is flashing when using PSTN. The original Line LED will not function anymore. (Only for 7402VGP/7402VGO).

· Modified memory size to solve restoring issue when configuration file is too big.

· Changed back the VoIP default packet period value from 30 to 20ms, in case it may cause the called party can not hear the calling party with some of VoIP accounts. This value can be changed by Web GUI, too. (Only for V series).

· Added WEB page to check voltage of OFFHOOK and ONHOOK. And voltage value can be set by user self. In case, to solve incoming PSTN call dropping issue. (Only for V series).

· Added PSTN route when receiving code rather than 200 OK. (Only for V series).

· Added a space in the word “This page will be refreshed in xx seconds”.

· Modified IPSec default value to be as below.

Phase II:

ESP /Authentication: MD5 / Encryption: 3DES / Prefect Forward Secrecy: MODP 1024 (Group 2)

Phase I (IKE Proposal):

IKE Mode: Main / Hash function: MD5 / Encryption: 3DES / Diffie-Hellman Group: MODP 1024 (Group 2)
Bug Fixed:
· Fixed outgoing call can not be made successfully while 200-message responds to INVITE directly. (Only for V series).

· Fixed wrong caller ID will be shown on event log when profile is selected by dial plan. (Only for V series).

· Fixed to show correct ADSL advanced information on webpage.

· Fixed system reboot with error message “webserver : port with same name exists in forbidden port list”.

· Fixed bug of VLAN setting.

· Fixed IPSec packet can not pass MTU size.

· Fixed the bug (wireless/WAN) in the diagnostic WEB page.

· Fixed a bug happening when call-hold between 2 FXS ports. (Only for V series).
Known Issues:
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.04i (15th, December, 2005) 

New Features:

Improvement:
· Added new checkbox in Web GUI for Phone Port 2 settings to be the same as Phone Port 1. (Only for V series).

· Modified Ralink’s WPA key length from 32 to 64.
· Changed Voise SIP Wizard profile to “sip.voise.net.au”. (Only for V series).

· Improved PSTN voice quality to reduce the buzzing noise in FXO port (now uses hardware relay).  (Only for V series).

· When there is an incoming call both telephone sets will ring or call waiting beeps when phone is in use. (Only for V series).

Bug Fixed:
· Fixed system lock from DNS relay query through TCP port 53.
· Fixed DHCP Relay over IPSec tunnelling.

· Fixed system crashes when WAN and LAN IP overlapped caused by WAN change to RFC1483 bridge mode.

· Fixed PSTN Caller ID pass-through issue. (Only for V series).

· Fixed Caller ID issue not shown on Australia phone while the DisplayName is empty. (Only for V series).

· Fixed PPP encapsulation losing memory when “connect on demand” mode is selected.

· Fixed wireless client cannot get an IP address when using WPA-PSK and DHCP server are enabled.

· Fixed short, sharp noise when establishing a new call via FXS port when other FXS port is on the phone. (Only for V series).
· Fixed router crashes when the 3rd or later SIP profiles were selected via VoIP Dial Plans. (Only for V series).
Known Issues:
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.04e (02th, November, 2005) 

New Features:

Improvement:
· Added MyNetFone into drop down menu. (Only for V series).
· Allow RTP traffic work between 2 FXS ports when firewall enabled.(Only for V series).
· Avoid system crash when doing Registration. (Only for V series).
Bug Fixed:
· Fixed memory loss when receiving the same response more than once. (Only for V series).
· Fixed some of VoIP Dial Plan edit issues. (Only for V series).
· Fixed crash issue that caused by dialplan tester when PSTN in using. (Only for V series).
Known Issues:
· Caller ID does not always work for incoming PSTN (FXO port) calls. (Only for V series).
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.04d.da1 (14th, October, 2005) 

New Features:

· Added VoIP gateway function and separate Digit Map for each FXS port.
Improvement:
· Create a new memory control pool for voice tasks to prevent lock up issue. (Only for V series).

· Close unused socket to avoid socket consumption for preventing memory loss. (Only for V series).

· Improved the device management IP to support netmask option.

· Make NAT outgoing mapping IP as fixed as WAN IP when set global IP pool in Virtual Server. It’s random to map different IP in IP pool in old version.

· Enhanced disable feature of Ralink wireless module (Some wireless client cards can see the AP, even it’s disabled in router).

· Force Firewall to allow SIP & RTP traffic (Only for V series). The soft phone behind the NAT still needs to open port manually.

· Reduce number of event log about SIP Registration.

· Make 2 FXS ports able to share the same account.

Bug Fixed:
· Fixed memory loss issue when doing SIP Registration.
· Fixed memory loss when rebuilding From & Contact headers.

· Fixed system crash issue when PPPoE/PPPoA/PPTP/L2TP connection is broken unmorally during data transmission. 
· Fixed bug in Call Return.
Known Issues:
· Caller ID does not always work for incoming PSTN (FXO port) calls.
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.04c.dg1 (29th, September, 2005)
New Features:

· Added VoIP volume controls to web interface, and ability to save values to flash.
· Added Cancel Call-Waiting option.

· Added Call-Forwarding on No Answer option.

· Added protection that prevents Passphrase being used when WEP encryption mode is ASCII.

· Added VoIP provider list.

· Added wireless driver auto-detect function for INPROCOM and Ralink wireless modules.
Improvement:
· Fixed two memory leak issues in VoIP related functions.

· Handles 302 status code.
· Handles 4xx-6xx response to PRACK without terminating dialog.

· Plays tone when authentication failure for outgoing call.

· Make Registration Log consistent when 2 FXS ports share the same User-ID.

· Plays error tone when user places outgoing call via FXS port without User-ID.

· The configuration can be saved when Remote Access set to always on (0 seconds).

· Minimum length of 8 characters for a WPA Pre-Shared Key is now enforced when key is entered via web interface.

· Does not include DSP in 180 (Ringing response. (For iiNetPhone).

· Accepts Digitmap postfix syntax: …<:@...>
Bug Fixed:
· Fixed the LINE LED display.
· Fixed Australian Caller ID generation issue on FXS port.
· Fixed iiNetPhone expire time issue.

· Fixed iiNetPhone PRACK issue.

· Fixed SNMP community factory default settings error.

· Fixed DNS memory leak issue.

· Fixed register problem with ATP Server.

· Fixed bug to remove Reserved Mapping rule with multiple NAT setting.

· Fixed bug where soft relay did not succeed when the no. of digits was set to 0 and the action set to “dial without prefix”.

· Fixed bug for VoIP to land calls. The 2nd PRACK should be viewed as a new dialog and the CSeq number needs to be increased.

· Fixed bug where the bugger for event log entries (REGISTER) was too short.

· Fixed bug when choosing VPN dialin, the option Active as default route can’t be used in the PPTP/L2TP webpage.
Known Issues:
· Caller ID does not always work for incoming PSTN (FXO port) calls.
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.03 (24th, August, 2005) 
New Features:

· Enhance VoIP module for all 7402Vseries.
· VoIP dial-plans. Allows users to configure rules to automatically manipulate dialled numbers, for example to automatically add area codes to local where required. Please note, the actual dial-plan rules required will depend on your VoIP service provider and location. Telephone support is not offered for VoIP configuration.

· User-defined profiles. Allows users to configure multiple VoIP service provider profiles and easily switch between previously configured profiles. User-defined profiles can be found under the VoIP menu, in the Wizard section.

· Sync Now – change VoIP options on the fly without the need for a restart. Users no longer need to save configuration to flash and restart the router to change VoIP settings. The Sync Now buttons found under the VoIP menu in the General Settings sections will apply changes on-the-fly. Please allow up to 15 seconds for changes to take effect.

· Silence Suppression (VAD) and Echo Cancellation can now be Enabled/Disabled from the web interface.

· Ring & Tone customization. Existing presets can be modified and users can create new ring and tone settings from scratch. Dial tones and other tones can be modified by the user.
· List of pre-configured VoIP service provider Wizards has been updated to include a list of the more popular providers as well as the popular FWD. More providers will be added in future as demand requires.
· Support VLAN and multiple PVC WEB configurations.
· Ability to disable all TMSS (Trend Micro) functions (myGuard 7500GL).
Improvement:
· Increased restart time to 80s.
· Add warning message and delete One to One NAT table when changing NAT type.
· Add 3 DDNS server “dyndns.adept.co.za”, “www.dtdns.com” and “vdyn.b2e.co.za”, and removed www.orgdns.org.
· Improved SIP (re)registration handling, including work-around for certain, non-RFC compliant providers.
· Updated ADSL DMT code to E.38.3.12 for improving ADSL2/2+ interoperability with Annex A modem.
Bug Fixed:
· Fixed exception IP bug in the URL Filtering.
· Fixed bug that prevented SIP registration after a failed attempt.
· Fixed Intel 2200BG WPA incompatibilities with 802.11g-compatible models.
· Fixed the bug that system will enter debug mode when restarting with “Current Settings” after saving configuration.
· Fixed system crash when WAN IP subnet is overlay to LAN IP subnet.
· Fixed multicast packet doesn't forward to wireless interface. IGMP snooping must be enabled for IGMP forward.
· Fixed bug were virtual Server and URL Filter were accepting incorrect IP address when firewall was enabled.
· Wireless no longer shows 'v' (enabled) in the status webpage when disabled.
· Fixed the Virtual Server rule being deleted when changing protocol.
· Fixed MSN ALG and SIP ALG to prevent confusion with UPnP.
· Fixed WEB interface not being able to set encapsulation to encapsulation to “1483 LLC MER”.
· Fixed the bug "IPSec : when you choose "AH", the "Encryption" should be disabled."

· Fixed the bug "IPSec : when you choose "AH", the default authentication type  should be "None", not "MD5""

· Fixed the bug "IPSec : AH/Authentication..=> When you "apply" the settings, the VPN/IPSec List is always "SHA1". It can't show "MD5" or “None"
· Fixed to display the One-to-one NAT Table
· Fixed MAIL LED display error.
· Fixed ITO problem with Cisco (Peer ID Payload in Phase 2: protocol/port = 17/0)
· Fixed router hanging issue when performing VoIP quality test with TestYourVoIP.com website or similar websites.
· Fixed a configuration error when configuration One-to-one NAT to DMZ zone type.

· Fixed various web interface bugs to allow several Candidates selection lists to work with Firefox

· Fixed “Out of Memory” error with TMSS function (myGuard 7500GL).
Known Issues:
Note:
7402VGO users must reset their router to factory-default settings before attempting to upgrade firmware.
Version: V5.02f (6th, May, 2005)

New Features:

· Add VPN L2TP server backup IP address in CLI.
· Support IP Alias for LAN interface.
· Add TCP MSS Clamp option in WAN Connection page.
· Add IP Exception in the URL Filtering webpage.

Improvement:
· Update some translation files.
· Add clear function in the QoS webpage.
· Add new option “TCP/UDP” in virtual server and packet filter.

· Add return button in the Keywords Filtering web page.
· Support address/control field compression in PPP module.

· Extend maximum RFC 1483 packet size to 1518 (include VLAN tag).
· QoS scheduler updated.

· L2TP module updated.

· Enhance ADSL status page to show more information.
· Add TFTP ALG.

· Merge new DSP code R3.0 for 8500/8520.

· Add Helper for adding Firewall filter rule.

· Add a default rule for HTTP proxy in the firewall pre-define rule.
· To avoid user run wireless scan channel during device boot.

· Disable Scan Channel Usage when wireless is disabled.

· Change VPN PPTP default mode to stateless mode.

· Update translation file for French and German.

· Change wording of connect mode to “ADSL2+, auto-fallback / ADSL2, auto-fallback / ADSL” in the ADSL webpage.

· Change ADSL Annex A DSP code to D79.2.19.

Bug Fixed:
· Fix DDNS return message bug to solve timeout issue.
· Fix GUI bug under “IGMP Snooping” page when using Firefox.
· Fix ADSL2+ mode cannot sync up after saving configuration.
· Fix lock up issue when checking “Active as default route” in L2TP LAN to LAN page.

· Fix one-to-one NAT can not add the same port with different public IP.
· Fix H.323 pass through.

· Fix RIP doesn’t exchange default route information.
· Fix IGMP Snooping feature doesn’t enable VLAN on Ethernet switch.

· Fix DDNS www.3322.org authentication fail issue.
· Fix VPN PPTP will reset the encryption status after disconnect.
· Fix VPN PPTP wrong information shown in CLI.
· Fix VPN PPTP disable data encryption when authentication type set to “PAP”.

· Fix VPN PPTP doesn’t delete routing entry after disconnect in LAN to LAN mode.

· Fix URL Filtering upper and lower case problem.

· Fix VPN PPTP show wrong information of MPPE encryption key length.

· Fix VPN PPTP interoperability issue with D-Link -700.

· Fix VPN L2TP interoperability issue with D-Link-700.

· Fix system crash issue when VPN PPTP get dial-in from the same IP. In case the clients are behind the NAT.

· Fix wireless connection fail after idle timeout in WPA-PSK. (7402G/7500G/7500GL/7560/7560G)
· Fix the phase 2 value of SA lifetime in the IPSec webpage.
· Fix IPSec free buffer twice and make system crash.
· Fix Intel 2200BG WPA interoperability issue. (7402G/7500G/7500GL/7560/7560G)

· Fix after saving configuration, that action of restarting current settings make system crash.

Known Issues:
· When using the Candidates in Ethernet/Wireless Client Filter under Firefox 0.9.3 or 1.0; there will pop-up Java script error message.

· There is interoperability issue with Ericsson DSLAM (Broadcom chipset) under ADSL2 mode.

Note:
Version: V5.01 (10th, Jaunary, 2005)

New Features:

Improvement:
· Update some translation files.
· Improve the checking of creating QoS rules, but still no show error indication yet.
· A temporary workaround to issue: sometimes enter the following error in configure firewall packet filter "changes not effected as another management entity has altered the information model".

· Modify firewall warning message will not pop up when disabling firewall.

· Add a default packet filter rule (9000/TCP outbound allow only) for MSN video.

· Modify to show the information of port in the Virtual Server page.

· Allow PC can access WEB GUI by using public IP in local network when virtual server is set.

· Limit username/password can not be longer than 20 characters in SNMP V3.

· Add a CLI command line to change timeout value of TCP session in real time.

· Modify the message in the restart page.
· Add range check for IPSec advanced items (Disconnect Time after no traffic and Reconnection Time).

· Add multicast video feature for 7560G.

Bug Fixed:
· Fix 7560G will pop Ethernet module timeout waning message.

· Fix L2TP/PPTP setting will infect to PPPoE connection status.
· Fix PPP unstable or crash always when entering wrong account information in L2TP.
· Fix error message “im_backend:Failed to update mtu” in console.
· Fix ADSL setting page will disable DyinGasp after changing Connect Mode.
· Fix ADSL setting page will not update the Tx attenuation after changing Connect Mode.
· Fix Auto Scan will distort memory generic pool.
· Fix IKE timer crash issue/DHCP client/server lease time issue.
· Fix firewall memory pool loss issue.
· Fix PPP LED keeps flash when using RFC 1483 on WAN.
· Fix some WEB pages can be accessed without authentication.
· Fix ADSL Annex B version can not link-up issue.
· Fix Inbound IP Throttling can not work in 8500/8520.
Known Issues:
· When using the Candidates in Ethernet/Wireless Client Filter under firefox 0.9.3 or 1.0; there will pop-up Java script error message.

Note:
Version: V5.00g (13th, December, 2004)
New Features:

· Add IKE purpose function in the IPSec web page.

· Add PING function for keeping VPN tunnel alive always in the IPSec advanced page.

· Add new option to specify timeout/aunt connect value in the IPSec advanced page.

· Add wildcard option in DDNS web page, it is just for www.dyndns.org only.
· Support VPN PPTP Remote Access interface can be activated as default route.

· Support VPN L2TP Remote Access interface can be activated as default route.

· Support WDS.

Improvement:
· Change the URL of minidns from www.minidns.net to www.3domain.hk.
· Modify PPP module, the subnet mask will be 255.255.255.255 if the PPP interface activate as default route.

· Change ADSL2/2+ DSP firmware from D57.2.14 to D57.5.2. It is for Annex A only.
· Allow Windows PPTP client to use remote network as default gateway.

Bug Fixed:
· Fix Sipura 2000 and Pulver WiSIP Phone VoIP NAT ALG issue.

· Fix ADSL Coding Gain cannot be changed to auto mode. 

· Fix Prioritization does not work in 7500G.

· In “Edit One-to-one NAT” page, it does not keep at the same page after click Apply.
· In “Edit One-to-one NAT” page, the global IP will be lost after edit existent entry.
· In “Edit One-to-one NAT” page, it does not return to “Edit One-to-one NAT” page after add new entry.

· Fix VPN PPTP dial out with default route enabled that system will crash issue.

· Fix VPN IPSec not stable and make system lock sometimes.
· Add second rule in "Inbound IP Throttling", but does not show second rule at WEB GUI.

· In "Add Virtual Server", the "candidates" does not show correct MAC address. 

· In "Edit DMZ Host", the "candidates" does not show correct MAC address.
· In "One-to-one NAT" => "Add new entry", the "candidates" didn't show correct MAC address.
· If set the IPSec remote gateway as domain name, the remote gateway will be 0.0.0.0 always at IPSec status.
· ADSL Tx Attenuation can not be changed.

Known Issues:
· When using the Candidates in Ethernet/Wireless Client Filter under firefox 0.9.3 or 1.0; there will pop-up Java script error message.

· The PPP connection is not stable and get connect/disconnect frequently when input wrong username or password in L2TP setting.
· Current NAT ALG can not work with Hotsip (VoIP softphone).

Note:
Version: V4.56q (26th, October, 2004)
New Features:

Improvement:
Bug Fixed:
Known Issues:
· When using the Candidates in Ethernet/Wireless Client Filter under firefox 0.9.3 or 1.0; there will pop-up Java script error message.

Note:
Rename version 4.56p4 to 4.56q.

Version: V4.56p4 (6th, October, 2004)
New Features:

Improvement:
· Indicate error when creating Virtual Server with same name or port.

· Improve the checking of creating QoS rules, but still no show error indication yet.
· A temporary workaround to issue: sometimes enter the following error in configure firewall packet filter "changes not effected as another management entity has altered the information model".
Bug Fixed:
· Upgrade 7500G wireless AP firmware from 1.2.6.0 to 1.2.8.0 to fix a potential issue of when wireless entering power saving mode, wireless AP might be crashed.
Known Issues:
· When using the Candidates in Ethernet/Wireless Client Filter under firefox 0.9.3 or 1.0; there will pop-up Java script error message.

Note:
Version: V4.56p3 (24th, September, 2004)
New Features:

Improvement:
· Check MAC address format when adding Fixed Host.

· Change the selection display of Ethernet Client Filter, to match as Wireless Client Filter.
· Change the QoS webpage to remove the horizontal scroll.
· Move Packet Filter inbound/outbound column to right side.
Bug Fixed:
· Fix the issue of create packet filter rule when set Firewall policy to 'All blocked/User-defined.
Known Issues:
· Sometimes, cannot create or edit Packet Filter rule, e.g. TCP port 37. There will have an error log like "changes not affected as another management entity has altered the information model".
· When using the Candidates in Ethernet/Wireless Client Filter under firefox 0.9.3 or 1.0; there will pop-up Java script error message.

Note:
The 'Inbound IP Throttling' will start to drop packets if the traffic is over the threshold and indirectly limit the traffic to configured value in a long run. So,

   - If traffic calculation interval is longer, the result will be more stable.
   - Some of downstream bandwidth will waste due to packet dropping.
Version: V4.56p2 (21th, September, 2004)
New Features:

Improvement:
· Move Firewall/MAC Address Filter to LAN/Ethernet Client Filter, and increase the table size up to 16 entries.

· Enhance Time Schedule to accept time period overnight, like from 18:00PM to 09:00AM next day.
· Refine the display of rules in Packet Filtering, Virtual Servers, QoS Rules, etc., for more readable.
· Add Wireless Association List in 7402W/743.

· Refine the DNS configuration to specify explicitly DNS setting is obtained from ISP or configured manually.
Bug Fixed:
· Fix the bug of creating Firewall Packet Filter Rule.

· Fix the problem inbound throttling on HTTP (80) will affect the local WEB GUI access.

· Partially fix the issue of accepting wrong MAC address in Fixed Host create/edit WEB.
Known Issue:
Note:
Version: V4.56p1 (13th, September, 2004)
New Feature:

· Time Schedule configuration and used to control the scheduling of Virtual Servers, QoS Rules, Packet Filter Rules
· QoS, add Inbound QoS (i.e. Downstream QoS)
· QoS, allow the marking of DSCP field in QoS rules
· Improve Virtual Servers WEB GUI

- Allow to enable/disable and time scheduling


- More entries than 10


- More user-friendly


- Add one-to-one NAT WEB GUI
· Re-design firewall packet filter rule configuration


- Allow to configure IP address and port at same time


- Allow to enable/disable and time scheduling


- Allow to enter rule name for mnemonic purpose.

· Separate the wired and wireless MAC address filtering
· Support zlib compression (this is used to compress saved configuration file for saving space in flash)
Improvement:
Bug Fixed:
Known Issue:
Note:
Version: V4.56b (12th, August, 2004)
New Feature:

Improvement:
· Change DHCP Discover/Request packets in DHCP client module to speed up getting IP. Also apply to auto-scan function..

· The NAT will be disabled when changing to RFC1483 pure bridge mode.
· Increase the restart count-down timer to 60 sec.
· Change “Cable disconnected” to “xDSL line is not synchronized” which is occurred in PPPoE/PPPoA connection on WEB GUI.
· IPSec setting page, Lifetime define in minutes.
· Clear TX/RX EOC interrupt even not in DATA mode. (8500/8520)

· Modify timer of restart to factory to 40 sec.
Bug Fixed:
· Fix system will be locked when changing wireless security in wireless service disable.
· Fix ESSID broadcast cannot work when changing wireless security.

· Fix TxPower level cannot work when wireless disable and enable again.
· Fix the hang up bug when SHDSL line is up in test with loop Telecom DSLAM.(8500/8520)
· Part of fix “DNS lost” when XP send DHCP Inform packet.

· Fix CLI to show PPP status with new feature information.
· Fix bug that PPP option “give DNS to DHCP server” cannot be disabled.
· Fix bug when socket connect fail that system does not make resource free. Finally that WEB GUI will be blocked.

· Fix router will hang up about 10 sec when there are Internet TCP traffic and click “Apply” button at “Time Zone” page in PPP connection.
· Fix check mail fail on pop-server.bigpond.net.au POP3 server.
Known Issue:
Note:
 Version: V4.56a (16th, August, 2004)
New Feature:

Improvement:
Bug Fixed:
· Fix wireless WEP does not work at system start up when firewall enabled.
Known Issue:
Note:

· Version: V4.55 (12th, August, 2004)
New Feature:

Improvement:
· The options of IPSec (Encryption, Perfect Forward Secrecy, Pre-shared Key) will be enabled in L2TP setting page when only IPSec option is checked.

· Modify WPA STA default timeout value from 150 seconds to 3600 seconds and add WEB GUI to configure this value.
· Improve the WEB upgrade method: due to the image is going to large. Sometimes, WEB upgrade cannot successfully.
Bug Fixed:
· Fix wireless WPA crash sometimes in heavy traffic when client associate or disassociate.
· Fix crash problem by using Microsoft WEB Application Stress tool.
· Fix SNMP cannot access to router from WAN site when firewall is enabled.
· Fix DHCP client cannot get default gateway information by using Quick Start.
· Fix PPTP dial out cannot transfer data after connect/disconnect several times.
· Fix NAT session unstable issue.

· Fix 64bit or 128 bit WEP, after the reboot it seems that the WEP encryption is not activated.
· Fix L2TP will be disconnected after 4 minutes with LNS.
Known Issue:
Note:
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